Fleet Primary School

Fleet Road Hampstead London NW3 2QT
Tel: 020 7485 2028
E-mail: admin@fleet.camden.sch.uk
Headteacher: Don McGibbon

Safer Internet Day 2024

As we recognise ‘Safer Internet Day 2024’ today and the theme ‘Inspiring change? Making a difference,
managing influence and navigating change online’, | wanted to share some resources and information

with you:

Top Tips for Parents and Carers

These top tips have been written for you (parents and carers) to help you support your child to stay safe
and happy online.

e Make space for regular conversations about life online

Talk openly and frequently about what you are doing online and encourage your child to do the same. Talk
about the positive experiences you can have online, share what you have done when you have come across
content you did not want to, and how you dealt with the situation.

e Make space for enjoying and exploring the online world together!

Play games, watch videos, and express an interest in your child’s online life. Celebrate all the opportunities
that technology has to offer, and show them what a great space the internet can be when used responsibly.

e Make space for working as a family to agree expectations for going online

Talk to your family about the role technology plays in your lives. Establish rules and expectations that
encourage meaningful use of technology, in the same way you set boundaries in other areas of your
children’s lives. It's important to review these regularly and adapt them for each member of your family.

¢ Make space for learning about the apps, games and websites your child is
using

There are lots of tools and guides to support you with keeping your child safe on whatever apps, games and

websites they are using. Research age ratings, privacy settings, and safety features (like the block and
report button) so that you are best placed to help your child should anything go wrong.

e Make space for supporting and reassuring your child if things go wrong

Remind your child they can talk to you about anything. If something goes wrong, listen and respond with
reassurance and kindness and stay calm. Work with your child to find solutions to the problem, perhaps by
using the block and report tools or seeking advice from your child’s school.
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Top tips for parents of under 7s

These top tips have been written for you (parents and carers) to share, and talk about, with your children.
It’s never too early to talk about life online!
This Safer Internet Day make space for...

e Make space for enjoying time online together

Play games, watch videos, and learn new skills with your child. Share what you are doing online and talk
about what they like doing online. Show your child how great a space the internet can be and all of the
ways you can use it as a family.

e Make space for talking about the online world from an early age

Show your children the amazing things they can do on the internet, before they begin to use it
independently. The earlier you talk about the online world together, the easier these conversations
become as they grow up.

e Make space for using the internet to build key skills

Why not find fun and educational games to play together, or watch videos about topics your child is
interested in? The internet is a great space to practice key online safety skills like keeping your personal
information safe and asking for help when you need it.

e Make space for setting clear boundaries about tech use

Establish expectations that encourage meaningful use of technology, in the same way you set boundaries in
other areas of your children’s lives. It might be no tech at dinner, blocks on certain sites, or only using
devices when there is an adult in the room. Discuss these with your family, and review and adapt them as
time passes and their internet usage changes.

e Make space for familiarising yourself with safety tools

There are loads of amazing tools and organisations to support you in keeping your child safe online. Explore
the different privacy settings and parental controls available to you, and know how to report inappropriate
content. These can all help make the internet a safer place for your children.

e Make space for conversations about what to do if something goes wrong

Reassure your child that they can always come to you if something makes them feel uncomfortable or
upset while they are online. You may also like to talk to your children about putting devices down, turning
them over, or pausing content if they see something they don’t like.
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| recognise that it can be difficult to fully monitor everything our children do when they are online — |
myself have three children who all play games online and chat to their friends while they do — but it is
important to keep talking with them and reminding them. When you hear them chatting ask who they are
talking to. | am not going to tell you that they shouldn’t play certain games but remember the advisory age
ratings on games are to indicate the level of maturity a child should have before they play so that they
make good, safe choices. If you are ever unsure check the PEGI rating for an app or game. Bad experiences
hearing and seeing inappropriate things coming from strangers (or people they know) is not something our
children are immune to or that only happens to others we read about in newspapers — it has and is
happening with your children and you need to do what you can to keep them safe.

Being online, whether playing games, communicating with friends or finding out new things, brings a lot of
joy and happiness to our children — | see that with my children —and | would urge you not to stop them
doing so through worry of the issues | have raised in this letter. Instead, ensure that you know the games
they are playing, who they are playing with, and remind them to come to you or another adult immediately
should they see or hear anything that upsets them.

Unfortunately the class workshops we had booked for this week, delivered by the highly knowledgeable
staff form the Camden Learning Centre (CLC) had to be cancelled due to an emergency there. We are
rescheduling them for later this term. It was disappointing that the parent workshop, which did go ahead,
only had one parent come. | know myself, each time | have attended one of the CLC workshops | learn
something new | can use with my own children and | consider myself to be pretty knowledgeable in the
area! When we have the date of the new class workshops we will try to put on another Parent Workshop
and | hope more of you will be able to attend to learn more about this really important area.

https://www.fleet.camden.sch.uk/learning/subject-information/online-safety

| would also recommend highly the National Online Safety website (link below) and in particular their
parent guides (I've added some for reference to the end of this letter). They post a new relevant and

current guide on Twitter each week and | include them in the Wednesday school newsletter.

https://nationalonlinesafety.com/guides?utm_source=twitter&utm_medium=social&utm_ campaign=no

s-globaldayofparents-guides

Best wishes

bt pEC

Don M¢Gibbon

Head Teacher
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At National Onfine Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they foel
it is needed. This guide focuses on one of many issues which we believe trusted adults should be aware of, Please visit www.nationalonlinesafety.com for turther guldes, hints and tips for aduits.

Tips for Encouraging Open Discussions about

2 DIGITAL LIVES

o * The online world is an entirely familiar and commonplace part of life for today’s children and young
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: uccess online materials, so it's important not to demonise the internet, games and apps, and limit the
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WHAT IS ‘CYBER RESILIENCE?’

Cyber resilience focuses on three key areas: reducing the likelihood of a ¢

access to our accounts, devices or data; reducing the potential

r incident; and making the recovery from a cyber attack easier,
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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t KEEP YOUR PERSONAL ACCEPT FRIEND REQUESTS FROM
INFORMATION PRIVATE ONLINE STRANGERS OR PEOPLE YOU DON'T KNOW

SPEND TOO MUCH TIME ON YOUR DEVICE

2 SPEAK POLITELY AND BE KIND TO OTHERS (]
WHEN YOU SPEAK TO THEM ONLINE

REPLY TO MESSAGES FROM ONLINE
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3 TELL A TRUSTED ADULT IF YOU
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With Christmas only a few weeks away, many of you will be using social media to share

your excitement with friends and famuly. Being
show others how much fun you're having, but it’s

active on social media is a great way to
important that you know how to use these

apps safely and securely so that bad things don't happen. By following our safety tips below,
you can make sure that your personal information stays private, your postings are positive
and that your social media use overall is responsible, healthy and most of all enjoyable.

DON'T ACCEPT FRIEND REQUESTS ? . %
FROM STRANGERS

Make sure that you set your profile to private so that people you don’t know
can't find you online. Always tell a trusted adult if a stranger or somebody you
don’t know sends you a orafriend t.

9

NEVER SHARE YOUR PERSONAL INFORMATION
WITH PEOPLE YOU DON'T KNOW

Keep your personal infor personal. S ple online aren’t
always who they say they are and might ask you to share things that you don’t
feel comfortable sharing.

DON'T SHARE EMBARRASSING PHOTOS @
OR VIDEOS OF OTHERS ONLINE

This could really upset them and could get you into a lot of trouble.
Always think twice before posting anything on social media and treat
people online as you would in real-life.

NEVER SEND NAKED PICTURES
OF YOURSELF TO OTHERS

This is illegal if you are under 18 and you could get into trouble with the Police. If
you are being p d by Iways say no and tell a trusted adult.
Even if you think it is innocent fun, the photo could be shared with other people
and you won't be able to control who else sees it.

P

© REPORT INAPPROPRIATE CONTENT

1)

$ @ BLOCK ONLINE BULLIES

Sometimes people might say nasty things to you online or post offensive
comments on your pictures or videos. If this happens, always tell a trusted adult
who will help you block them from your profile and support you in taking

further action. o

If you see something on social media that you don't like, offends you or upsets
you, you should always report it to a trusted adult. You should also report it to
the social media app who will be able to remove the content if it is against their

user policy and can block the person who posted it.

ONLY USE APPS WHICH YOU ARE OLD "
ENOUGH TO USE -
Before downloading any new social media app, always check the age-rating. If
you need help, ask your parent or carer to make sure that the app is safe for you

to use and never download anything which you are too young for as it may
contain content that isn’t safe for you to see.

*
ALWAYS SECURE ALL YOUR SOCIAL . %% %™
MEDIA PROFILES WITH A PASSWORD

This will help to keep your private information safe and won't allow others to
access your profiles without your permission. Make sure your passwords are
memorable and personal to you but something which other people can’t
guess, and always share them with your parents just in case you forget them.

CREATE A POSITIVE ONLINE REPUTATION o8 ‘h o @ AsK PARENTS TO SET-UP ‘PARENTAL &3

Always be kind and polite when posting comments on social media and only
upload pictures and videos of things you are proud of. This forms part of your
digital footprint. Everything you do online can be tracked and monitored and
could affect what people think of you in real-life if it is negative. 6

uMmITYOURSCREENTME © @

Social media can be addictive, and it is easy to keep checking newsfeeds or
your notifications every 5 minutes which can affect your behaviour and stop
you from doing other things. Remember to only use your phone at certain
times of the day, turn notifications off at bedtime and go out and have as fun as
much as possible. This will keep you fit and healthy and make you appreciate
there’s more to life than just what’s on social media.

National
QOnline

goline. www.nationalonlinesafety.com
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Twitter - @natonlinesafety
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CONTROLS' FOR SOCIAL MEDIA =

When you download a social media app, you should always ask a trusted adult
to help you set it up for the first time. This will help you control who sees what
you post, who can contact you and make sure you are able to enjoy using the
app safely and securely.

ALWAYS TALK TO YOUR TRUSTED ADULT IF SOCIAL
MEDIA IS MAKING YOU UNHAPPY

Sometimes, social media can make us feel bad about
ourselves or sad that we aren’t the same as someone else or
doing the same thingsas else. R ber, if you
ever feel this way, it's really important to talk to your trusted
adult(s) like your parents, carers, other adult family members
or a teacher, all of whom will be able to support you and

u feel better.

Facebook - /NationalOnlineSafety
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At National Online Safety, we belleve in empowering porents, carers and trusted adults with the information to held an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one app of many which we believe trusted adults should be aware of. Please visit www.nationalonfinesatety.com for further guides, hints and tips for adults.

WhatParentsi&iCarersINeedito,Kknow about

ESTRIC
snapchat is a photo- andjvideo-sharing app which alsoallows users to chat with friends via text or audio.
Users can share Images/and videos with specific friends; orithrough a ‘story’ (documenting the previous
24 hours) visible to their entire friend list. Snapchat usagerose during the pandemic, with many young
people utilising it tolconnect with their peers. The app continues to develop features to engage an even
larger audience,and emulate current trends, rivalling platforms such as TikTok and Instagram. ]
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At Natlondl Ondine Sofety, we belleve in smpowering porents, carers and trusted adults with the information to hold an Informed conversation about online safety with thelr children, should they
feal It iz needed. This gulde focusss on one of many apps which we belleve trusted adults shoukd be awars of. Plecse visit www.natlonalondinesafety.com for further guides, hints and tip: for adults

What Parents & CarersNeed\tolknow about
(O

WHATSAPP

WhatsApp is the world{s most popularimessaging ) Illqh"users exchanging texts,

ts(_e(v’ico, withlaround tw

photos, videos/and/documents; as\well/as makingvoice and| deolcalls: Its

messages can only. be viewed by the sen: _,ogand any/recip
privacy policy in'2021 (involving sharing da
new policy was widely misinterpreted - it

hatsApp,

ONLINE

vw

Fraudsters occasionally send WhatsApp
messages pretending to offer prizes ~
encouraging the user to click on a link to
win. Other common scams involve
warning someone that their WhatsApp
subscription has run out (aiming to:;pe
losi detalls) or

them into d g payment
imreraonuﬂng a friend or relative a
asking for money to be transferred to
help with an emergency.

DISAPPEARING MESSAGES |

Users can set Whutsnp? messages to
disappear in 24 hours, 7 days or 80 days
by default. Photos and videos can also be
instructed to disappear after the
rociplon( has viewed them. These files
can't be saved or forwarded — so if your
child was sent an inappropriate
message, it would be difficult to prove
any wrongdoing. However, the receiver
can take a screenshot and save that as
evidence.

ENABLING FAKE NEWS @

WhuKlA|pp has unfortunately been linked
to accelerating the ?reud of dan?aroul
rumours. In India in 2018, some outbreaks
of mob violence appear to have been

p ¥ e (‘

v

sparked by false allegations being shared

on the urp. WhatsApp itself took steps to
revent Its users circulating hazardous
heories and speculation in the early
weeks of the Covid-19 pandemic.

T

- Loy
)

4

. ooy
ients:notleven WhatsA
Te f\pcny‘ﬁ?{book) [caused|million

) :slbusinessifeatures, notto/p.

end-to-end encryption means

N &
D\ 4
\ppican read them. Updates to its %OFT“‘

eave.the app, but the
ersonal messages.

/\

POTENTIAL CYBERBULLYING

Group chat and video calls —
are Froot for conncctin? with £ )
mulfiple people in WhatsApp, but | p@*#! |
< there is always the potentiol f b o
L someone's feelings to be hurtbyan
unkind comment or joke. The ‘onl
admins’ feature gives the admln(yt) ofa
group control over who can send
| mnsoqos. They can, for example, block
L people from posting in a chat, which could
make a child feel excluded and upset.

€ CONTACT FROM STRANGERS

. To start a WhatsApp chat, you
wa ©Only need the mobile number of
the person you want to message
® (the other person also needs to have
e, the app). WhatsApp can access the
address k on someone’s device and
recognise which of their contacts also use
the app. So if your child has ever given
o their phone number to someone they don't
know, that person could use it to contact
them via atsApp.

LOCATION SHARING

o\,
')
The ‘live location’ feature lets users
share their current whereabouts,
allowing friends to see their movements.

+ WhatsApp describes It as a “simple and
secure way to let poorl. know where you
are.” It is a useful method for a young
person to let loved ones know they're safe
= but If they used It in a chat with people
lhor don’t know, they would be exposing

\l.r:o r location to them, too.

’/' J
g

A A

) Advice for Parents & Carers (.

CREATE A SAFE PROFILE

Even though someone would need a child's

hone number to add them as a contact,
t's also worth altering a {oung person’s
profile settings to restric

hoto and status. The options are
everyone’, ‘my contacts’ and ‘nobody’ -
choosin

your child’s profile is better protected.

LEAVE A GROUP

If your child is in a group chat that Is
making them feel uncomfortable, or
has been added to a group
that they don’t want to be
&cn of, they can use
hutcApﬂ's group settings
to leave. If someone exits a
ﬂ:oup, the admin can add
em back in once; If they
leave a second time, it is
permanent.

e
4=

~

Meet Qur Expert

Parven Kaur is
consultant who is pas:
ts and children. She hos extensive expe

media arena and

resource that helps parents and children thrive in

who can see thelir

one of the latter two ensures that

media expert and digital media
pnate about improving dig

the founder of Kids N Cli

EXPLAIN ABOUT BLOCKING €

If your child receives spam or offensive

messages, calls or files from a contact, they

should block them uslngn'semn s’ In the chat.

Communication from a blocked contact won't

show up on their device and stays undelivered.

alocklnﬂ someone does not remove them from
our child’s contact list - so they also need to
e deleted from the address i

THINK ABOUT LOCATION ¥ DELETE ACCIDENTAL
MESSAGES

If your child needs to use the ‘live
location’ function to show you or
one of their friends where

they are, advise them to

share their location ong

for as long as they need to.

If your child

&

"

sts o message !hor
want to delete, WhatsApp allows the
user seven minutes to erase a
. message. Tap and hold o

REPORT POTENTIAL SCAMS

Young pooﬁlo shouldn’t engage with any
message that looks suspiclous or too good
to be true. When your child receives a
message from an unknown number for the
first time, they’ll be given the option to
report it as spam. If the sender claims to be
a friend or relative, call that person on their
usual number to verify It really is them, or if
it's someone trying to trick your child.

P

CHECK THE FACTS

You can now fact-check
WhatsApp messages that
have been forwarded at
least five times, by
double-tapping the

quf

¢

n the

WhatsApp gives a range of , choose
*live location’ options, and your
child should manually stop sharing
their position as soon as itis no

fonger: Resied, before it was deleted.

Ital [iteracy
g inthe

aweb

a digital world

f

‘delete for everyone.' However, it's
important to remember

| recipients may have seen (and
taken a screenshot of)

mo%nifying glass icon to the
right of the message. From “
there, your child can launch a
Google search and decide for
themselves whether the

ge was true or not.

and then e
K

B fe

National
Online
, Safety
#WakeUpWednesday

@ www.nationalonlinesafety.com
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At National Online Safety, we belisve in smpowering parents, carers and trusted adults with the information to hold an informed conversation about online sofety with their children, shoukd they
fael it is needed. This guide focu ses on one of many Gpps that we belisve trasted adults should be aware of, Pledase visit www.hationalonlinesatety. o o further guides, hints and tips for adults
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What Parents & Carers Need to Know about

> YOUTUBE -

YouTube is a video-sharing social media platform that allows billions of people around the world to watch,
share and upload their own videos with a vast range of content - including sport, entertainment,

education and lots more. It's a superb space for people to consume content that they‘re

INAPPROPRIATE CONTENT

YouTube is free and can be accessed
via numerous devices, even without
creating a YouTube account. Some
content is flagged as ‘age-restricted’
(requiring the user to be logged into an
account with a verified age of 18), but
children can still view some mildly
ina?prppriale material. This can include
profanity and violence, which some
young users may find upsetting.

CONNECT WITH STRANGERS

YouTube is a social media platform
which allows people to interact with
other (usually unknown) users. Account
holders can leave comments on any
video they have access to, as well as
messaging other users directly
Connecting with strangers online, of
course, can potentially lead to children
being exposed to adult language, to
cyberbullying and even to encountering
online predators.

=TT Ll
SUGGESTED CONTENT

YouTube recommends videos related to

what the user has previously watched on &

their account, aiming to provide content

that will interest them, This is intended to

be helpful but can also lead to

| binge-watching and the risk of screen
addiction, especially if ‘auto-play”’ is

g activated. Users without an account are
shown porular videos from the last 24
hours, which might not always be

sunablo for children,

interested in. As a result, this astronomically popular platform has had a huge social
impact: influencing online culture on a global scale and creating new celebrities.

> v 3
HIGH VISIBILITY

Content creators can also be put at

risk - especially young ones who trr to
make their online presence as visible

as possible. Creating and uploading
content exposes children to potential
harassment and toxi from the
comments section, along with the
possibility of direct messaging from
strangers. Videos posted publicly can be
watched by anyone in the world.

L —R N
TRENDS AND CHALLENGES

YouTube is teeming with trends,
challenges and memes that are fun to
watch and join in with. Children often find
these immensely entertaining and might
want to try them out. Most challenges
tend to be safe, but many others may
harm children through either watching or
cop{ing The painful “salt and ice

hallenge’, which can cause injuries very
quickly, is just one of many such
examples.

SNEAKY SCAMMERS

Popular YouTube channels regularly have
scammers posing as a well-known
influencer in the comments section,
oncmptlnq to lure users into clicking on
their phishing links. Scammers
impersonate YouTubers by adoptin:
their names and profile imoges, an
sometimes offer cash gifts or ‘get rich
uick’ schemes, Children may not realise
that these users are not who they claim
to be.

o
‘ g

APPLY RESTRICTED MODE

Restricted Mode s an optional setting that
prevents YouTube from showing inappropriate
content (such as drug and alcohol abuse, graphic
violence and sexual s tuutions) to undeto?e
viewers. To prevent your child from chancing
across age-inappropriate content on the
glullovm, we would recommend enabling

estricted Mode on each device that your
child uses to access YouTube.

CHECK OTHER PLATFORMS

Influential content creators usually have
other social media accounts which they
encourage their fans to follow. Having an o
discussion about this with your child makes it
easier to find out how else they might be
following a particular creator online. It also
opens up avenues for you to check out that
creator's other channels to see what type of
content your child is being exposed to.

>

eet Our Expert
Clare Godwin (o k.a. lunawolf) has worked as on editor and

aming-related projects ding game
pment and writing non -fiction books

=

&
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TRY GOOGLE FAMILY

Creating a Google Family account allows

you to monitor what your child Is watching,
u?loadin  and sharing with other users. It

will also display their recently watched videos,
searches and recommended videos. In general, a
Google Family account glves you an oversight of
how your child is using sites like YouTube and
helps you ensure they are only accessing
appropriate content.

MONITOR ENGAGEMENT

YouTube is the online viewing platform of
choice for billions of people, many of them
children. Younger children will watch
different content to older ones, of course, and
react to content differently. You may want to
keep an eye on how your child interacts with
content on YouTube - and, if applicable, with
content creators — to understand the types
of videos they are interested in.

CHECK PRIVACY SETTINGS

YouTube glves users the option of uploading
videos as "private’ or ‘unlisted’ - so they could
be shared exclusively with family and friends,
for example. Comments on videos can also be
disabled and channels that your child is
subscribed to can be hidden. If your child is only
uploadln? videos that are protected as 'private’,
they are far less likely to receive direct
messages from strangers.

LIMIT SPENDING

Although YouTube is free, it does offer some
in-app purchases: users can rent and buy TV
shows and movies to watch, for example. If
you're not comfortable with your chil

purchasing content online, limit their access to

your bank cards and online payment methods.
Munru?arents have discovered to their cost that

a child happily devouring a paid-for series
quickly leads to an unexpected billl

National

Online

Safety’
#WakeUpWednesday

@ www.nationalonlinesafety.com

’@notonlinesafety n [NationalOnlineSafety

@nationalonlinesafety
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At Natlonal Oniine Safety, we belleve in smpowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with thelr children, should they fesl
It is neaded. This guide focuses on one of many games which we belleve trurted aduits should be awars of. Plaase visit www.nationafonlinesafety.com for further guides, hints and tips for adults

CONTACT WITH STRANGERS : ; ONLINE DATERS

Roblox encourages pl s These are also called ‘ODers’
communicate online ncludl and are quite common in Roblox. An
group chat facility). This cou! expou - ODer is an individual who joins a game with
children to risks such as scammers, online the intention of finding someone fo date
?redotou, harassment, griefers and more. 5 online - and eventually meet in person. Such
he in-game chat has some filters, but isn't online dating Is against the Roblox
perfect: players can still send harmful ~ . community guidelines, but this unuullK
messages to others - such as general P 2 doesn't defer ODers. Some player-bul

». hostility ~ while predators can reach out to B Roblox game worlds have even been

children directly. 4 dol:'lgn.d with online dating specifically in
; mind.

b BN A $ ° ) r.a/

Roblox has private or VIP servers 1

which ollowppooplo to play exclusively ¥ ‘ :‘,’13"”.:' m"ggz"{:ﬁﬁ,ﬂm{“d 3
with their friends, but this costs money, | mer:arl' bl ool Uhbdplinse L SRR Q\
Most Roblox players will instead be on . B ore sricouic o tioke uvchnlv:u
public servers that anyone can join. Servers ktthe oo i Ly ‘epu I rac

can host am: wrg«i:h 'occiu on ?II klnds(o' o non:y"’ Pz‘:bla Ly b’uy'en .
aspects, (ncluding direct player interaction.

Sonre. games and servers, therefore, will put - = Robux(the in-game currenc

- > spend on cosmetic items in rhe ame,
l:‘r'é?\rq.:r:nlofgneo‘tﬂ:‘:lo' Seast tom <. o ; Ny - u‘l,:! some private or VIP leVe'lgullo

have a cost.
N

Adwce for Parents s & Carers(
SET PARENTAL CONTi?LOLS DISABLE PRNATé MESSAGING

Roblox comes with several parental | s, § Robl r ate r g function raises the H your child has some gonuho friends to play uoblcx
which are explained well on the game’s ofﬂclcl risk of ch Idren being contoclod by p oorlo mcyr'" online whh. for a private orw urvu decreases

website. It's essential to enter the correct date of may not want to speak with — potentially the risk of
leading to bullylng harassment, toxicity and como pl could irwlu othu ?o&plo who Ign not
nmopﬂute chat filters. The scam attempts. The game allows you lo disable be child nrdvmo
and carers to set monthly sp from anyone who hasn't been added youv chl a Robloxfcn. its (mponn to talk with u\em
ro:trl and monitor their child’s account. lgfrlend on your child’s account, regularty about who they are playlng the game with.

MONITOR SPENDING 4 | DEAUNG WITH STRANGERS ? r
i A “

If they don’t understand they're using real money, it's oa:y Oor At some point In their development, your child will need

children to accidentally spend a sizeable amount in the Al learn how to deal with strangers online. Show them how

Uclng parental controls to place limits on their spondlng wlll holp A\ & block and report any users who are upsetting them or asking &
avold any nasty financlal surprises. Ensuring that you have =N uncomfortable questions. Talking to them about what's OK to dlccuu L7
two-factor authentication on your payment accounts also makes it ’ = and what they should never tell a stranger online ~ will help them

harder for your child to spend money inadvertently, understand how to communi wlth other people online safely.

L] = . S

Meet OQur Expert \ g 4

Clare Godwin (ak.a. Lunawolf) has worked as an editor and \ \ N t I
journalist in the gaming industry since 2015, providing & a |ona
websites with event coverage, reviews and gaming guides. \ -

She Is the owner of Lunawolf Gaming and is currently /3 n lne

working on various gaming-related projects including 1
game development and writing non-fiction books. 3 s afet

HWakeUpWednesday
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At National Online Safety we believe in empowering parents, carers and trusted odults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one game of many which we belleve trusted aduits should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for aduits.

What parents & carers need to know about ..
) Us @

Among Us is one of the most popular games to release in 2020. A space-themed 'social deduction game’ where 4-10 players
take on the guise of Crewmates, who must complete various tasks around their spaceship, while randomly selected Imposters
must try their hardest to sabotage the others’ efforts. The Imposters have to remain undetected through rounds of voting to win.
Among Us is a game about deception which is heavily focused on players communicating with each other to succeed. Players
need to look for the truth and lie to each other.Among Us is available for all platforms and it's free to play on mobile.

INAPPROPRIATE CHAT

While Among Us can be enjoyed locally via wi-fi, it '
hmwwwmlmmm
play discuss who they think
ﬁnmhvﬁ!\ummwhmm

children will come into contact with others, There

peopie within a certain range of themselves).
Voice chat is also possible using other software
such as Discord.

v-oave puRcinses (B

MILD VIOLENCE
m mumuchm w‘rno mposters |
f hmuﬁﬂw umwuuwmm mli
National ¥ . v ¥
s 3 B I
Onllne. <~ . "™ Sa e t' S N « M-
Safety ¥ 13 !
#WakeUpWednesday :
g ®
PLAY WITH YOUR CHILDREN DEACTIVATE CREDIT CARDS ’
e e
to to
ﬁukupwpby:";cboummybmmm paa::‘pnog::m mm:wummpum %rmmwﬁmmmmw
ywtz::l l;l;: eulwyovdrnﬂb:no%:bra with. To get a game code, m'm‘t:da Mmﬂ?mmmm&m%n
mﬁmmmhmwmozym at the bottom of the screen to friends to invite them. . i
= nalto
USE AN ALIAS (=1 -£
By default, your name on Us will be set to whatever name ? h g especially
your device recognises you as. If this ks your child’s real name, youl mnummmwsmmmbmmmwmmm
want to ensure they change it before hopping into a game. Is L experiences game and who they're playing
really easily done by ‘Oniine’ on the main menu, then simply Wﬂhb &nwmmdmmmwmmmmmm
typing in a new name at the top of the screen. toyou if ever they' ything they P
patf o ne
th his sibi J .r' '
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